HNudopmanmonHas mamMsiTka
AJIs1 00y4aroIMXcs IJIA pa3MeleHus: Ha opunuaabHbix UHTEpHET-pecypcax

C KaxabIM TroIOM MOJIOJEKH B MHTEPHETE CTAHOBUTHLCS OOJIbIIE, a IIKOJbHUKU OJHU U3
CaMbIX AaKTHBHBIX IoOJb30Baresned PyHera. Mexny TeMm, IIOMUMO OIPOMHOIO KOJMYECTBA
BO3MOXHOCTEH, MHTEpPHET HeceT W mpoOieMbl. DTa namsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KoMnbeloTepHBIE BUPVCEHI

KoMIbloTepHBIll BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CHOCOOHOCTh K Pa3MHOKEHMIO. B onoHeHne K 3ToMy, BUPYCHI
MOTYT MOBpPEAUTh WIM T[OJIHOCTBIO YHMUYTOXHUTH Bce (ailibl M JaHHbIE, MOJKOHTPOJbHbIE
II0JIb30BATENI0, OT UMEHU KOTOPOTo ObLIa 3aIlylieHa 3apaxKEHHasl IporpaMma, a Tak>Ke IOBPEIUTb
WIA JaXe YHHUYTOXHTH OIEPALMOHHYIO CUCTEMY CO BceMmH (haiimamu B 1enoM. B OonbmimHCTBE
CIIy4aeB pacIpOCTPaHSAIOTCS BUPYCHI UY€PE3 UHTEPHET.

Mertoasl 3aIUTEI OT BPEJOHOCHBIX IIPOTPAMM:

1. Wcnonp3yil COBpEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, MMEIOIIME CEPbE3HBIM YpOBEHBb
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. IlocrossHHO ycTaHaBnMBail mnadytu (UMQpOBBIE 3aIIaTKH, KOTOpbIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1I€IbI0 JIOPAOTKU MPOTrpaMMBbl) U JApyrue OOHOBIEHMS CBOEH OIepaliiOHHOM
cucteMbl. CkauMBail MX TOJIBKO C oduuuanbHOro caifra pazpadoruunka OC. Ecmu cymectByet
PEeXUM aBTOMaTHYECKOI0 OOHOBJIEHHUSI, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE IO NPAaBaMH II0JIb30BATEIN, @ HE aAMUHUCTPATOpa. JTO
HE MO03BOJUT OOJIBIIMHCTBY BPEJIOHOCHBIX MIPOrpaMM MHCTAJNIMPOBATHCA HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEDE;

4. Ucnonp3yil aHTHUBUPYCHBIE IIPOIPAMMHBIE IPOAYKTHI H3BECTHBIX INPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyp pu3nUECKHi JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcronp3yil BHeIIHWE HOCUTENM HMH(pOpMAlMM, Takue Kak Quielika, AUCK WiIn ¢ailn u3
MHTEPHETA, TOJIBKO U3 NMPO(EPEHHBIX HICTOYHHUKOB;

7. He oTKphIBaii KOMIBIOTEPHBIE (Pailsibl, MOJyYEHHbIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HEro, OTIPaBJIsl U OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He BHJI Iepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIHIIb OpeH 1, Mapka. Emie B
1991 romy Humepnaniackass kommnanus 3apeructpupoBana Openn «WECA», uro o6o3Hauano
cioBocoueTanue «Wireless Fidelity», KoTOpbIif mepeBoAUTCS KaK «OecrpoBOIHAS TOYHOCThY.

Jlo Hamero BpeMeHM Jouuia japyras abOpeBuarypa, KoTopas sBISETCS Takoil ke
TexHosorueit. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHIApT
BhICHIMI 3ByKOBOM TexHUKHM Hi-Fi, uTo B mepeBoie 03HaYaeT «BBICOKAs TOUHOCTHY.

Jla, OecriaTHBI WHTEPHET-TOCTYN B Kade, OTENs X M a’poroprax SBISETCS OTIMIHON
BO3MOXKHOCTBIO BBIXOJ]a B UHTEpHET. HO MHOTHE KCMEPThl CUUTAIOT, 4TO o0menoctymnHbie Wi-Fi
CETH HE SBIISAIOTCA O€30MaCHBIMHU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIe0CTYTHBIX ceTsax Wi-fi:

1. He nmepenagaii cBoro nuunyto uHpopmaruio yepes odienocrynusie Wi-Fi cetu. Pabortas
B HUX, JKEJIaTeJIbHO HE BBOJUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KaKUEe-TO HOMEpa,

2. Hcnonk3yil U OOHOBIANM aHTUBUPYCHbIE IpOTrpamMMbl M OpaHamayep. TeM camMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;



3. Ilpum wucnonwzoBanmu Wi-Fi otkmoun ¢yskmuio «OOmmit moctyn k  (daimam u
npuaTepam». [laHHas (yHKIUS 3aKpbiTa [0 yMOJYAHUIO, OJHAKO HEKOTOPBIC IOIH30BATEIN
aKTUBUPYIOT €€ JUIst y100CTBa HCIIOJIb30BaHMs B padoTe uiu yueoe;

4. He ucnione3yii myOmmunsii WI-FI 11t mepenaun TMYHBIX JaHHBIX, HATPUMED JUIA BBIXOJ1A
B COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO OYTY;

5. Unonw3y# Toabpko 3amuineHHoe coeaqunenue uepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B moO6unsHOM Tenedone orkimroun ¢yHkiuwo «lloakmouenune k Wi-Fi aBTomatnyeckmny.
He nomyckait aBToMaTH4eCcKOro MOIKJIFOYeHHS ycTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.

CouunaneHbIe ceTH
ConuanbHble CeTH aKTUBHO BXOJST B Hally H3Hb, MHOTHE JIIOJU pabOTalOT U KUBYT Tam
nocTOsIHHO, a B Facebook yxke 3aperucTpupoBaH MHJUTHAP/, YEIOBEK, UTO SBISETCS OJJHOU CEIbMOM

BCEX JKUTENICH IUIaHeThl. MHOTHE TMOJbh30BaTENIM HE MOHUMAIOT, YTO MH(GOpMAIHs, pa3MeIIeHHas
UMH B COIMAJIBHBIX CETSAX, MOXKET OBITh HalJeHA W MCIIOJIB30BaHA KEM YroJHO, B TOM YHCIE HE
00s13aTeNIbHO ¢ OJTarUMU HAMEPEHUSIMH.

OcHoBHBIE COBETHI 110 0€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpanuyb cucok Apy3ei. Y 1e0s B APYy3bsSX HE JOHKHO OBITh CIIy4alHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3anuinai cBOI 4acTHYIO KU3Hb. He yka3wiBail maponu, TenedoHsl, aapeca, JaTy TBOETO
POXKICHUS W APYryl JUYHYI0 HHQOpManuio. 3IO0YMBIIUIEHHUKH MOTYT HCIOJNb30BaTh Jaxke
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3amuiai CBOIO PeryTanuio - ACPXKH €€ B YUCTOTE U 3a7aBail cebe BOIpoc: XoTes OBl ThI,
4yTOOBl JpPYrU€ MOJIb30BATENM BHJEIH, YTO Thl 3arpyxaewb? Ilomymail, mpexiae uyeM 4YTO-TO
OITyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Eciiu Thl TOBOPHILB C JIFOJAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yl CBOE PEAIbHOE UMSI U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTENLCTBA, MECTO y4eObl U ITpoYee;

5. N36eraii pasmenienus ¢otorpaduii B HTepHeTe, rae Thl M300pakeH Ha MECTHOCTH, 10
KOTOpPOU MO>KHO OIIPENEIUTH TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpanuu B COLUMAIbHOM CETH HEOOXOJMMO HCIIOJIb30BaTh CIIOKHBIE MapoJiy,
cocTosmue u3 OykB v UG U ¢ KOJTUYECTBOM 3HAKOB HE MEHEE §;

7. Jyis colManbHOM CETH, MOYTHI U JPYTUX CANTOB HEOOXOAMMO HCIIONH30BaTh pa3HbIC
naponu. Torga eciu TeOs B3JIOMarOT, TO 3JIOYMBIIIEHHUKU MOJy4YaT AOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Ccpasy.

DIIEKTPOHHBIE NEHBIU
DNEeKTPOHHBIE JNEHBIU — 3TO OYEHb YIOOHBINM CrMOCOO MiaTekel, OJHAKO CYIIECTBYIOT

MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JI€HBIH.

DJNEeKTpOHHBIE JE€HBIM TOSBUIMCH COBCEM HEIABHO M MMEHHO H3-32 3TOrO0 BO MHOTHMX
rocyaapcTBax J0 CHX IOp He MPOIUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHU QYHKITMOHUPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TJe UX Pa3AeisaioT
Ha HECKOJIBKO BHUJI0B - aHOHHUMHBIC 1 HE aHOHUMHBIC. PaSHI/IHa B TOM, YTO aHOHHWMHBIC - 3TO TC, B
KOTOpBIX pa3pelaeTcss MpPOBOJAUTH omepanuu 0e3 uAeHTU(UKALUKM [OJIb30BaTeNs, a B
HEaHOHWMHBIX UJICHTU(DHUKAIINN TTOJIH30BATENS SBISETCS 00s13aTeIBLHOM.

Taxke crnemyeT pasznuyaTh SJIEKTPOHHBIE (HATHBIE IEHBIH (PaBHBI T'OCYAAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI M0 6€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:



1. TlpuBsxku K cueTy MOOWIBHBIM TenedoH. DTO caMblii yIOOHBIM M OBICTPBIN CHOCOO
BOCCTaHOBUTH JIOCTYII K c4ery. [IpuBs3aHHbIN Tene(oH MOMOXKET, €ClI 320y IelIb CBOM TUTaTeKHBIN
[1apoJIb UJIU 3alIe1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnonw3yit omHOpa3oBeie maponu. [locne mepexona Ha YCHUIICHHYIO aBTOpHU3alUio0 TeOe
y’Ke He OyIeT yrpoKaTh OIAaCHOCTh KPa)KH WJIU IepexBaTa IJIaTeKHOr0 MapoJls;

3. BeiOGepu cnoxxHbIi mapoiib. [IpecTynaukaM OyneT He MpOCTO yraiaTh CIOKHBINA MapoJb.
Haznexxuble maponu — 3TO Mmapoiiv, KOTOPhIE COAEp)KAaT He MEHee 8§ 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U PONUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAK Jlojjiapa, QyHTa,
BOCKJIMIATENbHBIN 3HaK U T.1. Hanmpumep, StROng!;;

4. He BBO/IM CBOU JTUYHBIC JJAHHBIC HA CAMTaX, KOTOPHIM HE JIOBEPSCIIb.

OJIEKTPOHHAs [10YTa

DNEeKTPOHHAs [OYTa — 3TO TEXHOJIOTUS U IPENOCTABISEMBIE €10 YCIYrd IO MEPECBHUIKE U
MOJIYYECHHUIO JIEKTPOHHBIX COOOIIECHHIA, KOTOPBIE PACIIPEICIIAIOTCS B KOMIIbIOTEPHOH ceTu. OOBIYHO
AJIIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISJIAT CJIEYIOIIUM obpazom:

UMS_TIONIb30BATEISI(@UMSL_JOMEeHa. Takke KpoMmMe Tepelayd IMpPOCTOrO0 TEKCTa, HMEeTCs
BO3MOXXHOCTh TepeaaBaTh (paiibl.

OcHoBHbIE COBETHI 110 0e301acHoi paboTe ¢ INMEKTPOHHON OUYTOIM:

1. Hago BBIOpaTh mpaBUIIbHBINA MOYTOBBIM cepBuUC. B MHTEpHETE €CTh OrpOMHBIA BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIlE JOBEPSITh T€M, KOrO 3HAaellb U KTO MEPBHIH B
pEUTHHTE;

2. He yka3piBaii B NM4HOH moure IuuHyro uH(popmaruio. Hampumep, mydmie BBIOpaTh
«My3BIKaITbHBIN _(paHaT@» mmm «pok2013» Bmecto «remal3y;

3. Wcnonp3yii ABYXA3TalHyH aBTOPHU3ALMIO. DTO KOTJa MOMHUMO Tapojs HY)XHO BBOJHUTH
KO/, IpUChIIaeMbIi 1o SMS;

4. BpiOepu cioxHBIA maponb. JlJis KaXA0ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HaJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJlb;

5. Ecnu ectb BO3MOXHOCTH HANMCaThb CAMOMY CBOM JIMYHBIM BOIPOC, UCIIOIB3YH OTY
BO3MOYKHOCTB;

6. Hcnonp3yil HECKOJBKO TOYTOBBIX SIIMKOB. IlepBbIN 11 YacTHOM MEpEenucKu ¢
azpecaTamMH, KOTOPBIM Thl JOBEpsiellb. JTO 3JIEKTPOHHBIN aJpec HE HAaJ0 HCIOJIb30BaTh IPHU
peructpanuu Ha popymax u cairax;

7. He oTkpsiBaii (paityibl ¥ Ipyrue BIOKEHUS B MUChbMaxX JaXkKe €CJIM OHU MPUIILIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTHPABISUTH JTU OHU Tebe ATH (paiiisr;

8. Ilocyie okoHYaHuUs pabOThI HA OYTOBOM CEpBHUCE MEpe]] 3aKPhITHEM BKIIAJKH C CAaliTOM He
3a0yab HaxaTh Ha «BBIATIY.

KubepOVInHaT Wiiv BUPTYAIBHOE U3JIEBATEIHLCTBO

KubepOynnuHr — npecienoBaHue COOOIEHUSIMU, COJIEPKAIIUMHI OCKOPOJIEHUS], arpecculo,
3alyrUBaHKe; XYJIUTaHCTBO; COLMAIbHOE OOWKOTHPOBAHHWE C TOMOIIBIO PA3JIUYHBIX WHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KHOEPOYITUHIOM:

1. He 6pocaiicst B 60it. Jlyumuii cmoco6: MOCOBETOBATHCS KakK ceOst BECTH U, €CIIM HET TOTO,
K KOMYy MOXHO OOpaTHUTBhCS, TO BHAdale YCIIOKOWTHCSA. Eciay Tl HayHEemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €llle 0OJIbIle pa30XKellb KOH(IUKT;

2. Vrpagisii cBoel kubeppenyraimei;

3. AHOHMMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AQHOHUMHBIM aKKayHTOM;



4. He cToWT BeCcTH XyJWUTAaHCKHK oOpa3 BUPTyaldbHOU ku3HU. HTEepHET (DuKCHUpyeT Bce
TBOM JICHCTBUS M COXpAHSET UX. Y AATUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. CoGnroziait CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enunuuHblii HeratuB. OIHOpPA30BbIE OCKOPOUTEIBHBIE COOOIICHHS JIydllle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMHU, B COLIMAIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIECHUHN C ONPEIETICHHBIX aI[PECOB;

8. Ecmm TH1 cBumerens kuOepOymaumHra. TBOM  JACHCTBUA: BBICTYIIUTH IPOTHUB
IIpecIIeIoBaTeNs, [M0KAa3aTh EMY, YTO €ro JEUCTBUS OLIEHUBAIOTCA HEraTUBHO, NOAJEPXKATh KEPTBY,
KOTOpPOH Hy)XKHa IICHMXOJIOTUYECKas IOMOIb, COOOUIMTH B3pOCIBIM O (haKTe arpecCHBHOTO
IIOBE/ICHUS B CETH.

MoOwibHBII TeIedhOoH

CoBpeMeHHbBIE CMapT(OHBI U TUTAHIIETHI COJEPXkKAT B ceOe BIIOJHE B3POCIbIN (DYHKIIMOHAI,
U TEmeph OHM MOTYT KOHKYpHUPOBAaTh CO CTAllMOHAPHBIMU KommbloTepamu. OJHAKO, CpPEACTB
3aIIUTHI )T TOJTOOHBIX YCTPONCTB IMOKa OYeHb Majio. TeCTUPOBaHHUE U MOUCK YA3BUMOCTEH B HUX
MIPOUCXOJUT HE TaK UHTEHCUBHO, Kak Juid [1K, To e camoe kacaeTcst 1 MOOMIBHBIX MPUTIOKEHUH.

CoBpemeHHbIE MOOWIBbHBIE Opay3epbl YK€ MPAaKTHUYeCKH TOTHAIM HACTOJbHBbIC aHAJIOTH,
OJIHaKO pacuimpeHre (QYHKIMOHAIa BJEYET 3a COOOW OOJBIIYI0 CIOXKHOCTh U MEHBIIYIO
3alUIIEHHOCTbD.

Jlaneko He Bce MPOU3BOAMTENU BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TellehoHa:

1. Huyero He siBnsieTCs MO-HACTOsAIIEMY OecIuiaTHBIM. Bynb ocToposkeH, Beab Korga Tede
npeIaraT OeCIUIaTHRIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIIYTH;

2. Jymaii, npexae yeM oTnpaBute SMS, ¢hoTto miam Buzaeo. Thl TOYHO 3HAelIb, TJ€ OHHU
OyIyT B KOHEYHOM HTOTE?

3. HeoOxoaumMo 0OHOBISATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Ucnonb3yit aHTUBUPYCHBIE IPOrPAMMBI JJIsI MOOHMIIBHBIX Tele(OHOB;

5. He 3arpyxail npuIOKEeHUsI OT HEM3BECTHOIO MCTOYHWKA, BEIb OHU MOTYT COJEPKATh
BPEJOHOCHOE MPOrPAMMHOE 00ECTICUCHHE;

6. Ilocne Toro kak Thl BBIiIENIb C caiiTa, Ii€ BBOAWJ JUYHYI HH(pOpManuio, 3aiiin B
HACTpOWKHU Opay3epa U ynaiau cookies;

7. [lepuoandecku MpoBepsiid Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOI1 HOMEp MOOMIBHOTO Tee(oHa TONBKO JIOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsICIIIb;

9. Bluetooth momken ObITh BBIKIIOUEH, KOT/Ia Thl KM HE TONb3yelibes. He 3a0biBaii nHOT/IA
MIPOBEPSATH 3TO.

Online urpsr
CoBpeMEHHBIE OHJIAWH-WTPBI - O3TO KPAacOYHBIC, 3aXBaTHIBAIOIINE pPa3BICUYCHUS,

00BEAMHSIONINE COTHU THICSIU YEIOBEK MO BceMy Mupy. Mrpoku uccieayroT AaHHBI UM MHp,
o0WIatoOTCs IPYT C APYTrOM, BBIOJIHSAIOT 3a/laHusl, CPAKAIOTCS ¢ MOHCTPaMH U IMOJIy4aloT OMBIT. 3a
YIOBOJIbCTBHE OHU IUIATAT: MOKYMAIOT JUCK, OTNIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKue-To
OTILIVH.

Bce 31u cpeacTBa uayT Ha MOJAEp )KaHUE U Pa3BUTHE UTPHIL, a TAKXKE HAa caMy 0e30MacHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMbI aBTOPU3AINH, BBIITYCKAIOTCSI HOBbIE MAaT4yM (LU(POBbIE 3aIJIaTKH IS
pOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B monoOHBIX Mrpax CTOMT OMACaTbCSl HE CTOJNBKO CBOMX COINEPHUKOB, CKOJIBKO KpaXKu
TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPH3AIMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI M0 O€30MAaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu apyroii urpok BeneT cels II0X0 WM CO3JaeT Tebe HeMPUATHOCTH, 3a0JI0KUpYi ero
B CIIMCKE UTPOKOB;

2. Iloxaiyiics aiMAHHACTPATOPAaM MIPbI HA IUIOXOE€ MOBEIECHUE ITOTO0 MIPOKA, KEJIATEIbHO
IIPWIOKUATH KaKME-TO I0OKA3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3siBaii inunyro nHpopmaiuio B mpodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaTbHBIE TTATYH ¥ MOJBL;

6. Mcnionb3yi CII0’KHBIE U pa3Hble N1apoJIy;

7. Hdaxe BO BpeMs UIPbl HE CTOMT OTKIKOYaTb aHTUBUpPYC. lIoka TBI urpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uUTh.

DOUIIMHT WK Kpaxa JUYHBIX JaHHBbIX

OObIuHOM Kpakel JeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE yJIMBHING, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3TOYMBIIUICHHUKH TIEPEMECTHIINCH B HHTEPHET, U MPOJIOJKAIOT 3aHUMAThCS
«JTIOOUMBIMY JIETIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOLICHHHYECTBA WM (DUIIMHT, TJIaBHAs IIelb
KOTOPOTO COCTOMT B TOJNYyYEHUU KOH(UIEHIMAIBHBIX JAHHBIX MOJb30BaTelied — JIOTHUHOB H
naposeil. Ha anrnuiickom si3eike phishing untaercs kak ¢umunr (ot fishing — psiOHas moBis,
password — mapoJis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI moi03peBaeiib, YTo TBOSI aHKeTa Obljla B3JIOMaHa,
TO HEOOXO0JUMO 3a0JIOKMPOBATh €€ U COOOUIUTh aAMHHHMCTpPATOpaM pecypca 00 3TOM Kak MOYKHO
cKopee;

2. Ucnonb3yit O6e3onacHble BeO-CaliThl, B TOM YHUCIIE, HHTEPHET-MarasuHoOB M IOMCKOBBIX
CHCTEM;

3. Ucnone3yil cioxHble W pa3Hble maposid. TakuM oOpazom, eciu TeOs B3JIOMArOT, TO
3IIOYMBIIJICHHUKH MTOTy4aT AOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(HUIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0si B3JIIOMAM, TO HEOOXOIMMO MPEIYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
N00aBJIEHBI Y TEOS B JPY3bsIX, O TOM, YTO T€Os B3JIOMAJIH M, BOBMOXHO, OT TBOETO UMEHHU OyaeT
pacchUIaThCsI CIIaM U CCHUIKH Ha (DUIITUHTOBBIE CAHTHI;

5. Ycranou HazexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbiBail (paiinbl U Apyrue BIOKEHUS B MUCbMAX JaXe €CIM OHU MPUIIIM OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

Iudposas penyranus
[Mudposas pemnyrauus - 3TO HeraTHMBHas WJIM MO3UTHBHAas HMHQoOpMaius B ceTd o Tede.
Kommnpomerupytomass uHpoOpMmaius pa3MelleHHass B HHTEPHETE MOXET Cepbe3HbIM 00pa3zom

OTpa3uThCsi Ha TBOeW peayibHOM xu3HU. «ludpoBas pemyramus» - 3TO TBOW MMHJIK, KOTOPBIH
dbopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoEe MecTO XHUTENbCTBa, yueObl, TBOE (PMHAHCOBOE TMOJIOKEHNE, OCOOCHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue HOApPOCTKH JIETKOMBICICHHO OTHOCSTCA K IyOJMKAalMM JMYHOH HH(pOpMAIMU B
WuTepHeTe, HE MOHMMasi BO3MOXKHBIX NOCIeACTBUNA. ThI Jake HE CMOXKEUIb JOTafaThbcs O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH Te0s Ha padoTy.



KommenTapun, pasmemiernue tBoux ¢otorpaduii U APyrue ACUCTBUS MOTYT HE UCYEC3HYTh
JaKe MOCIIe TOTO, KaK Thl MX YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHWII 3TY WH(OPMAIIHIO, ITOTalla JIh
OHa B MTOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIM OHA, a TJIABHOE: YTO MOIYyMAaIOT O Tebe OKpYyKarolee
JFO/IM, KOTOPble HAaWAYT W YBUAAT 3T0. HallT mHQOpMAIU0 MHOTO JIET CIYCTSI CMOXET JII00OH -
KaK U3 JOOPBIX MOOYKICHHI, TaK U C HAMEPEHUEM MIPUYUHHUTD BpPe. ITO MOXKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:

1. Tlogymaii, mpexxae 4yeM 4TO-TO MYOJIMKOBAaTh M IepenaBaTh y cebs B Oiore uiu B
COIIMAILHOM CETH,

2. B nactpoiikax npoduis yCTaHOBU OIpaHUYEHHS HAa IMPOCMOTP TBOEro MpOdUis U ero
COJIEP’)KUMOT0, ClIENail €ro TOJIBKO «UIsl IpYy3ei»;

3. He pa3smemaii u He yka3biBail HH(OpPMAIIHIO, KOTOPask MOXKET KOTO-JIM00 OCKOPOIATh WK
0o0nXaThb.

ABTOpPCKOE IIpaBo

CoBpeMeHHBIE IIKOJIBHUKN- aKTHBHBIC MOJIb30BaTENM HUPPOBOro mpocTpaHcTa. OpHaKo
JIaJIeKO HEe BCE 3HAIOT, YTO MOJh30BAHWE MHOTUMH BO3MOXKHOCTSIMH IHM(PPOBOrO MUpa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTb.

TepMuH «uHTEIUIEKTyallbHAsE COOCTBEHHOCTb» OTHOCUTCS K pa3jIM4YHBbIM TBOPEHHSM
4eJI0BEYECKOI0 yMa, HAUYMHasi C HOBBIX M300pETEeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha
HOPOAYKTBl U YCIYI'H, U 3aKaHYMBas KHUramu, (GotorpadusimMu, KUHOGUIbMaMH U MY3bIKaJIbHBIMU
IIPOU3BENCHUSMH.

ABTOpCKHME TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha IPOU3BEICHUS
HayKH, JINTEPATypbl U MCKycCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KaYECTBE I'apaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HEe OyaeT HampacHBIM, JAacT €My CIIPaBEJIMBEIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3y/ibTaTax CBOETO TPYAAd, MOJYYUTh M3BECTHOCTh U NPU3HAHUE.
Huxkro Ge3 paspelieHus aBTopa HE MOXET BOCHPOU3BOJAUTH €ro MPOM3BEAECHUE, PACIPOCTPAHSATS,
nyOoJIMYHO J€MOHCTPUPOBaTh, MpoOJiaBaTh, HMIIOPTUPOBaTh, IyCKaThb B IPOKAT, ITyOJIUYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pa3meniaTts B IHTepHeTe.

Vcnonb30BaHue «IUPaTCKOr0» MPOrPpaMMHOT0 00ECTIEYeHUs] MOKET MPUBECTH KO MHOI'MM
pUCKaM: OT MOTEepU JaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKM TBOErO0 YCTPOWCTBa, I/i€
YCTaHOBJIEHHBIN He JieranbHas nporpamma. He crouT Taxxe 3a0bIBaTh, YTO CYLIECTBYET JeTalbHbIE
u OecIIaTHbIE TPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O moprane
CereBrU4OK.p( - TBOI INIaBHBIN COBETYHK B CE€TH. 37I€Ch Thl MOXEIIIb Y3HaTh 0 0€30M1aCHOCTU

B CETH IOHSATHBIM W JIOCTYIHBIM SI3BIKOM, a IPU BO3HHUKHOBCHHH KPUTHUYECCKOW CHTYaI[uu
o0paTUThCS 32 COBETOM. A TaKXe MPHUHITh ydyacTHe B KOHKypcax U CTaTh CaMbIM ITU(PPOBHIM
rpakJJaHUHOM!



